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Overview

The overall goal of Tripartite Exercise 2000 was to practice and evaluate a North American emergency response plan for Foot and Mouth Disease, focusing on communication and use of the vaccine.  CNAC’s objective as observers of the exercise was to learn about interagency process for responding to an animal disease outbreak.  To this end, we had an observer at each of the exercise “nodes” in the United States: Riverdale, MD, Austin, TX, and Hidalgo County, TX.  We were subsequently asked by APHIS to combine our insights on the conduct of the operations at the three sites and offer critical comments in our role as observers. 

Our observations seemed naturally to fit into several categories.  These categories comprise information management, operational policy, communications, organizational structure, vaccination decision-making, and challenging operational issues.  Since communication was a primary objective of the exercise, this category is further detailed as communication within the exercise, with other agencies, or with the public and media.   Likewise, the category of vaccination decision-making is divided into sections discussing policies and operations.  First we summarize our observations in each category and then provide specific recommendations for further development in these areas.  We also provide some comments on exercise design and conduct.  The following sections discuss these issues in more detail.

Information Management

Issues

An FMD outbreak is an information intensive problem with the need for decision makers to draw on a wide array of information from a variety of sources.  This requires awareness of the need to collect, disseminate, display and explain the information in a standard manner yet specialized to the situation.  We observed that some forms of information, such as task lists for players, and even geographical maps, were posted late in the exercise and not regularly updated or consulted.  Further, decision makers frequently lacked information they needed during conference calls, such as epidemiological data on the spread of the disease, forms that should have accompanied samples for testing, and contact information for other countries, states, and agencies.  

For example, we observed a need for off-line mechanisms to provide timely data when the Logistics group at APHIS needed to know the number of at-risk animals in order to estimate resources for vaccination, but the epidemiologists were tied up in meetings.  At the State level, task report sheets completed by the various players were insufficient for information processing, which highlighted an overall need for synthesis of information.  TERT personnel quickly found themselves inundated with vast amounts of information at various operational levels such as the size of a swine herd near the index site, funding estimates for owner-operator indemnification, and policy statements on the use of vaccine.  Although operations eventually attempted to manage this large information influx, we found that the methods and structures couldn’t keep pace with the data rate, and led to a less than ideal information picture as the exercise progressed.

Recommendations

· Develop data collection structures and methodologies unique to foreign animal disease (FAD) outbreaks, and automate data storage and retrieval processes to the maximum extent possible.

· Standardize data formats to reduce operational errors.

· In conjunction, design data presentation schemes (graphics, tables, charts, etc.) that allow a large number of people involved in the operation to view and access data in real-or near-real-time. 

· Build data archives to build a “story” for the exercise in data, which includes inputting the data and capturing it in a useful format.

· Analyze the data in real-time in order to support the operation, as well as after the exercise in order to support lessons learned and to answer larger questions on how to make improvements.

· Integrate risk assessments into operations early and often.

· Build shared situational awareness by synthesizing incoming information to provide a common picture for all response personnel.

Operational Policy


Issues

We found that at the operational policy level, significant uncertainty exists in areas that could be firmly established before an outbreak occurs.  The primary policy issues concerned the mechanisms by which local, state, and federal disaster response agencies plug into the state and federal emergency management systems, both in terms of procuring funds as well as estimating economic loss.   Another issue was recognition of who could authorize compensation for producers as well as the ability to do this quickly so as to have a “check in hand” when visiting individual farms.  Exercise players at all levels of the exercise debated who had the legal authority to quarantine, depopulate and indemnify herds.  

For example, there was uncertainty as to whether the state of Texas needed to wait for a declaration of emergency from the U.S. Secretary of Agriculture in order to begin pre-emptive slaughter.  Both State and National level players had questions regarding the timely imposition of federal quarantine on the state of Texas, and how that would be communicated and enforced.  In the first two days of the on-site TERT operations, a large fraction of the time spent in conference calls between Edinburg and Austin was devoted to sometimes pointed discussions on the policy of the response effort.  Edinburg and Austin personnel debated the size of the area around the index sites to depopulate, and the method and sources for owner-operator indemnification.  Overall, a notable amount of communication time was spent debating concerns with these primary policy issues.

Recommendations

· Develop a series of operational policies that allow “automatic” responses to occur for a given set of achieved constraints.  For example, determine that once a confirmed diagnosis is obtained for a given case, all potentially affected animal herds within a given radius are approved for depopulation, with associated indemnification procedures pre-approved.

· Investigate confounding legal issues of authority prior to an actual outbreak and include those in operational policies.

· Compile a list of pre-budgeted resources that can potentially be called upon to assist with eradication efforts in a FAD outbreak.

Communication within the exercise

Issues

As in most operations that involve participants at multiple venues, communications in Tripartite 2000 were critical for the spread of information and general conduct of the operations.  Although participants had multiple redundant communication paths (primarily phone, e-mail, and fax) the most important communications occurred almost exclusively on the telephone in conference calls involving personnel at multiple sites.  Voice communications, though timely, are subject to misinterpretation, and aren’t particularly well suited to discussions involving complex data without supporting documentation.  

For example, requests for explanation of data during the conference calls indicated a need to have an epidemiologist available for conference calls.  This has the advantage of the expert being in the room, but also the disadvantage that the epidemiologist is not able to assist with outbreak traceouts or forecasting at the same time.   We also found that a lack of supporting documentation and written forms of communication hindered the responders in accomplishing mission objectives.

Recommendations

· Develop an “official” communications structure with tailored formats for the transmission of FAD-related information.  Ensure multiple redundant paths exist for the transmission of communications, and that each message be uniquely identified with source, recipient, and time information.  These information communication structures should be developed in concert with the data collection methodologies discussed earlier.

· Develop an intranet folder or site for the various teams to deposit and update information, and that can be consulted during meetings and conference calls.

· Establish “dark” web-sites whose URL’s are known among the responder community and that can be activated and updated at short notice to share information.

· Develop a “battle rhythm” that includes regular updates of outbreak spread and an alerting mechanism for new information.

· Task an individual to have responsibility for managing a message center, including compiling, posting and distributing and disseminating incoming communication.

Communication with other agencies


Issues
Effective communication with other government agencies and organizations potentially has a tremendous impact on identifying and halting the spread of the disease.   Given the possibility that bioterrorism was the cause of the outbreak, USDA could be involved with both crisis and consequence management.  This would require effective communication among law enforcement responders such as OIG and FBI.  APHIS’s own bioterrorism / disaster group was not observed to be a player in the exercise though they are reportedly a necessary link for management of an intentional outbreak.  Similarly, the establishment of quarantine necessitates communication with customs officials, and late notification raises questions on the efficacy of banning exports early in the exercise.  At the State level, responders were unsure who had responsibility to notify other states.  The TERT lacked even the names and contact information of local agencies with whom they might collaborate in a real-world outbreak.  Though communication was clearly stated as a primary focus of this exercise, our observations highlighted the need for communication plans at all levels of the response. 

Recommendations

· Identify other agencies that are potential contributors of information and resources during a FAD outbreak, such as animal health experts, department of health, port authorities, customs officials, and various wildlife agencies. 

· Develop and distribute a phone list for contacts at other agencies and keep it updated.

· Develop communications plans with designated responsibilities for contacting other agencies and organizations.

· Interact with the local or regional emergency management system by sending agriculture personnel to other exercises.

Communication with the public

Issues

There is a need to disseminate cautious yet accurate information when only a presumptive diagnosis is available, as well as a responsibility to respond authoritatively to public media inquiry.  Similarly, industry representatives need to have credibility in the information they are receiving, particularly with what is being distributed to trading partners.  At the National and State levels, public affairs personnel would likely be inundated with tasks and may need to request help, such as phone banks for a hotline, setting up press conferences, or assisting with updating frequently-asked-questions lists.  As local teams respond to the disease by collaborating with other agencies, news of the outbreak will begin to spread up to the national media.  Though the Incident Coordinator stated a high priority on messages for the public and industry, this was somewhat lost as a focus of the exercise.   

Recommendations
· Identify and prioritize the information that must be released to the public and ensure that it is accurate.

· Develop templates for media communications that are preset with basic text and into which specific statements can be added.

· Develop lists of responsibilities for individuals who contact various media outlets.  

· Consider the role that electronic resources such as the Pro-Med mailing list will play in both pre-empting “official” statements as well as disseminating communication.

Organizational Structure

Issues

Organizing a group of people to manage, contain, and ultimately eliminate a FAD outbreak is not a simple task.  An operation in this manner comprises several important operational facets, including epidemiology, diagnosis and inspection, depopulation and disposal, surveillance, appraisal, and vaccination, to name a few.  The responders arise from various organizations and specialties, potentially complicating their assimilation into a single team at an Emergency Operations Center.

At APHIS we observed that the Emergency Management Leadership Team did not play as a group in the exercise, though several of the constituents were present.  This group, who would serve as staff and advisors to the CVO and coordinate efforts from their various agencies, may be especially important in a real-life outbreak when the CVO could be in downtown Washington, DC,  headquarters dealing with various hot political issues.  We also found reluctance on the part of participants to perform within a well-defined “chain of command” as well as reluctance of the Incident Coordinators to utilize their authority during the exercise, resulting in defused task accountability.

At the state and local level, the TERT was organized into three main sections, each of which was further divided into teams.  The teams fulfilled the operational missions discussed above, as well as other technical and administrative support functions.  This allowed personnel to be assigned into teams related to their area of expertise.  However, we found that this organization along functional lines could at times hinder information sharing from team to team, foster duplication of effort, and inhibit accountability.  This resulted in less than optimal group meetings.

Recommendations
· Develop an organization that reflects a well-defined chain of command, emphasizing task assignment and accountability.

· Clearly identify the Incident Commander at each Emergency Operations Center and include his/her command and decision-making role more fully in exercise play.
· Investigate the establishment of interdisciplinary “crisis response teams” responsible for most or all of the operations within a limited scope (e.g. a small geographic area).  It might be feasible to incorporate such teams into the TERT structure by extending the existing FAST concept to cover operations over extended periods.

Vaccination Decision-making (policies)

Issues
A primary focus of both the exercise and its preceding orientation was the Vaccine Decision Tree. Though a vaccine decision team was tasked with discerning whether the U.S. should utilize vaccination as an outbreak control measure, in the end, the actual decision was made in a meeting at APHIS with the entire, multi-disciplinary group.  It was unclear whether this was for educational and training purposes of all those involved, or was needed because the vaccination decision team had difficulty gathering all the data needed to make a confident recommendation.  While the vaccine decision team could gather information and make a recommendation on whether to vaccinate, the team did not seem prepared to handle the “hot” political issues that might arise.  

The chosen option of “strategic vaccination” was not included in the Decision Tree.  At the cross-team meeting, the group decided that the outbreak could not be subdued by stamping out only, and that wide use of pre-emptive slaughter created too high a demand for slaughtering facilities.  

While vaccination was considered possible, the group decided to only vaccinate herds in certain strategic “rings” around the infected locations, rather than with a sweeping vaccination program for the entire region or state.  However, once it is determined that resources are not sufficient for full vaccination, the decision tree leads to the endpoint of “no OIE freedom status.”   Attempting to avoid this outcome, the possibility of “strategic vaccination” was put forth.

At the state level, players were concerned and confused over their role in the vaccination decision and when it might be “too late” to use vaccination as a method of subduing the outbreak.  We observed that Texas officials requested 75,000 doses of vaccine prior to APHIS deciding whether or not to vaccinate.  Due to the break in communications between the Texas responders and APHIS headquarters, the uncertainty over the role of Texas officials in this decision process was exacerbated.  

Recommendations

· Delineate the role of the Vaccination Decision Team regarding the recommendation to use vaccine, versus the actual decision-making responsibility.

· Explore the policy and operational issues related to including “strategic vaccination” as a possibility in the Vaccine Decision Tree and its supporting documentation.

· Identify the responsibilities, if any, of local and/or state officials in recommending whether to use and how to request vaccine.

Vaccination Decision-making (operations)
Issues

Intertwined with the policy and decision-making issues surrounding vaccination are a number of technical and operational concerns.  For example, we observed a lack of consensus on determining the percentage of animals that need to be vaccinated in order to slow the outbreak, with player recommendations ranging from 33% to 85%.  Though one participant at APHIS spent a significant amount of time concentrating on obtaining animal identification tags, in the end the tags would have arrived long after the actual task of vaccination had begun.  We also observed uncertainty regarding the composition and workload of vaccination teams.  Organizing the vast amount of resources and personnel required for the actual task of vaccination would likely require the combined efforts of a number of staff members focused solely on logistics of the effort.

We observed that FADDL was overwhelmed by the multiple roles laboratory personnel would assume in a real-life outbreak.  FADDL was inundated with tasks ranging from prioritized testing of FMD samples, deciding whether to use the vaccine, ordering, receiving and distributing the vaccine.  Other critical issues such as escorting tissue samples and vaccine and maintaining proper documentation were acknowledged but not fully addressed.

Recommendations

· Establish guidelines for the percentage of animals that would need to be vaccinated in order to slow the spread of the outbreak, including variables such as whether cattle, swine or sheep/goats are being vaccinated and whether single or double-dosing is planned.

· Keep a stockpile of animal tags that can be used in a foreign animal disease outbreak.

· Identify a multi-disciplinary team to focus on the logistics of vaccination and utilize the time spent waiting for the vaccine to be manufactured and delivered by “leaning forward” and lining up resources.

· Develop a “surge capacity” for FADDL to handle the multiple tasks required during an outbreak, and a long-range strategy that might relieve some of this burden.

· Identify those who would be responsible for transporting the samples and distributing the vaccine, with particular attention to whether a “cold chain” and/ or “chain of evidence” is required, as well as the necessary documentation.

Challenging Operational Issues

Issues

Though the focus of Tripartite 2000 at APHIS was expressly on communication and decision-making for vaccination, challenging operational issues were evident throughout the exercise.  Similarly the TERT faced a number of challenging operational issues.  While it may be true that no straightforward solutions exist for these issues, it would seem prudent to analyze these issues closely and develop policies and operational approaches to address them, before an outbreak occurs.
 

Challenging issues affecting all nodes of the exercise included the possibility of bioterrorism and notification of authorities responsible for crisis management, various legal issues concerning slaughter of animals and compensation, and technical issues such as TERT and APHIS using different definitions for surveillance zones and even different units (km vs mi) to measure the “rings” around an index case.  Other issues directly involved policies and communication among the different nodes such as providing timely compensation to producers to ease efforts in stamping-out the outbreak as early as possible, quarantine and how this was communicated to jurisdictions within Texas, and depopulation of animals on problematic sites. While the players at APHIS were reminded that the focus of the exercise was on communication rather than operations, dealing with these challenging issues was directly linked to the players ability to communicate among the various levels of response.

Recommendations


Develop policies and/or operational approaches for the following issues:

· How large an area around an index herd should be depopulated?  How is this measured?

· How should response teams dispose of depopulated animals on a site that may not support burning or burial?

· Which information and reporting systems might support more complete and accurate traceouts?

· Is it possible to identify and document (i.e. names and contact information ) all local, state, and federal agencies with whom TERT might collaborate in a real-world contingency?

· Can owner-indemnification policies and procedures be decided upon before a contingency arises?

· Which is the best way to manage FAD outbreaks in affected wildlife?

· Is it possible to develop detailed cost models that address all aspects of the operation?

· Which law enforcement agencies should be notified of the possibility of an intentional outbreak?  Who is responsible for making the phone call?  What security issues are involved?

· How much information should be released to the media, and in which format and venue should it be released?

· What agencies need to be contacted in order for a quarantine declaration to be disseminated and enforced?

Exercise Design

Issues

Tripartite Exercise 2000 facilitated communication among the players at APHIS as well as the Tripartite nations, and brought together the TERT structure in an operational context for the first time.  Although the exercise should be considered a success, we found that improvements could be made in exercise design.  The difference in timelines between the National and State / Local nodes of the exercise made it seem as if Texas players were responding to a separate emergency.  The timeline at the APHIS node became too accelerated, and didn’t allow sufficient time to respond to exercise injects.  In place of direct communication with Texas, the model controllers played the “field” role for questions regarding spread of the disease.  However, the controllers were not able to answer other “field” questions regarding Texas’ response to the outbreak, such as how quarantine was enforced.  Overall the exercise was highly structured, and eliminated the ability of player actions to influence the future course of events.

Recommendations

· Investigate a less structured exercise format that allows more free-play and player influence.

· Consider including difficult operational issues not just as injects to the exercise, but also as discussion points for multi-disciplinary groups formed during the exercise. 

· For an exercise with communications as a primary objective, include more of the variety of work necessary for public affairs personnel, such as setting up press conferences, etc.

Exercise Conduct

Issues

While in many respects Tripartite 2000 was a successful exercise, development of a regular training exercise program should include improvements in exercise conduct.  At APHIS, the lack of a final “hot-wash” may have repressed useful comments and feedback that could get lost in the delay to compiling a written exercise report.  Though the exercise allowed TERT personnel to react in a realistic environment, in the early portion of the exercise, many of the players were somewhat confused as to the expectation for “real” contacts they should make with other TERT personnel and other agencies (this confusion abated as the exercise progressed).  Many of the players, although highly competent in their areas of expertise, were acting in roles for which they hadn’t been trained.  Confusion at each node concerning exercise play in other nodes created difficulty for players to make decisions due to inability to obtain necessary information from responders at other levels. 

Recommendations

· To the extent possible, define in general terms, what types and courses of actions players should take in the course of the exercise.

· Perform regular exercises and drills, some modeled after Tripartite 2000, and some that have more limited objectives targeting specific areas of interest.

· Set aside time at the end of the exercise for a final summary and discussion of lessons learned, and encourage each participant to share observations of the exercise.

· Utilize trained meeting facilitators at summary discussions in order to help organize the comments and encourage useful feedback.

